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ABSTRACT

As the deployment of containerized applications controlled by Kubernetes keeps on increasing, maintaining their
reliability and performance in production environments is now an urgent matter. While containerization and Kubernetes
orchestration have been studied in isolation in prior research, there remains a gap in efficiently merging real-time
monitoring with anomaly detection to actively ensure application reliability. Most existing systems are focused on
monitoring metrics like resource usage; however, they do not tend to consider the complexities of detecting and resolving
low-level anomalies that can lead to system failure or reduced performance. This research seeks to bridge the gap in
research mentioned above by presenting Podmon, a new framework that is particularly tailored to detect and monitor
anomalies in real-time in Kubernetes systems. Podmon integrates advanced anomaly detection algorithms with the
intrinsic metrics of Kubernetes to enable the detection of anomalies in normal operational patterns. By using machine
learning approaches, supervised and unsupervised learning, Podmon is capable of detecting anomalous patterns
instantaneously and thus sending timely warnings to prevent potential system malfunction. The proposed approach extends
traditional monitoring tools by offering proactive management instead of reactive management, thus making applications
running within containerized Kubernetes more stable. The paper further outlines the technical design of Podmon, its
deployment into Kubernetes clusters, and a test suite for performance. The outcome indicates that real-time monitoring
and advanced anomaly detection can significantly improve application uptime, reduce operational expenditure, and
improve resource utilization, resulting in more stable ecosystems for containerized applications.
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